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(57) Abstract : 

The present invention discloses a machine learning approach for IoT device identification based on network traffic analysis and method thereof. The system includes, but not limited to, a 

memory which stores instructions; one or more processors attached to the memory wherein the one or more processors, when executing the instructions which are stored, are configured to 

have: a processing unit configured for receiving network traffic generated by an anonymous IoT device. Further, the processing unit is configured to have a machine learning interface for 

extracting IoT device network behavior from the generated network traffic. Furthermore, an output means for determining the identity of the anonymous IoT device from a list of a plurality of 

IoT devices by applying a selected machine learning based classifier module from a set of machine learning based classifier modules to analyze the device network behaviour. Accompanied 
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